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A. Our role in relation to financial crime

• As a major bank, our role is to help AUSTRAC and the Government to fight financial and 
other serious crime.

• We need to have systems and controls in place to prevent our services being exploited 
for financial crime and other serious crime.

• These processes include:

o Assessing and mitigating money laundering and terrorism financing risks we face

o Monitoring transactions and conducting customer due diligence

o Providing AUSTRAC with information about financial transactions

o Telling AUSTRAC about any suspicious customers or activity

• Financial crime is a serious threat to our society.  Our role in supporting AUSTRAC and 
law enforcement to fight serious crime is critical.

B. AUSTRAC’s allegations

• AUSTRAC is a financial intelligence agency and a regulator. It has been investigating 
aspects of Westpac’s AML/CTF policies, procedures and oversight. 

• On Wednesday 20 November, AUSTRAC commenced civil proceedings against 
Westpac, alleging contraventions of its obligations under the Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006 (Cth).

• AUSTRAC’s allegations fall into six main categories:

o IFTI reporting failures

o Associated tracing information failures 

o Record keeping failures

o Correspondent banking due diligence failures

o AML/CTF program failures

o Ongoing customer due diligence failures (regarding identifying, mitigating and 
managing child exploitation risks)

Background and context to 
AUSTRAC claim 



We explain some of AUSTRAC's allegations below including parts of AUSTRAC’s claims in 
relation to IFTI reporting, correspondent banking, and ongoing customer due diligence 
(regarding identifying, mitigating and managing child exploitation risks).

IFTIs 

AUSTRAC 
alleges that 
Westpac failed 
to report over 
19.5 million 
IFTIs.

• Westpac is required to report to AUSTRAC all 
international funds transfer instructions (or IFTIs) that it 
receives or sends.

• When senior management became aware of the failure 
to report a large number of IFTIs over a long period of 
time, Westpac promptly self-reported this to AUSTRAC 
in August 2018 and began to remediate on an urgent 
basis.

• Since that time, we have worked with AUSTRAC to 
report the missing IFTIs. 99.99% of these IFTIs have 
now been reported with a small number of remaining 
IFTIs to be reported by the end of November. The 
majority of non-reported IFTIs in the claim concern 
batch instructions received by Westpac through one 
WIB product (called the Australasian Cash 
Management product).

• The majority of IFTIs were from two global 
correspondent banks, making payments to Australian 
beneficiaries on behalf of clients of the correspondent 
banks.  The majority of the payments were low value 
recurring payments made by foreign government 
pension funds and corporates, which had a low risk 
profile. 

• We have closed the relevant ACM product. 

• We have addressed the technical root causes of the 
non-reporting and uplifted our governance and 
processes in relation to IFTI reporting. 

Correspondent 
banking due 
diligence

AUSTRAC 
alleges that 
Westpac failed 
to adequately 
assess the risk 
of, and conduct 
due diligence 
into, 16 of its 
correspondent 
banking 
relationships

• We are reviewing the allegations in relation to Westpac’s 
correspondent banking due diligence. We have been 
working constructively with AUSTRAC for a number of 
years in relation to our correspondent banking 
arrangements. This has included making changes to our 
correspondent banking program to address 
recommendations made by AUSTRAC in its 2016 
Compliance Assessment Report into Westpac's 
correspondent banking controls. We have been and 
continue to enhance our Correspondent Banking Standard 
and practices as part of a program of work established to 
review and uplift our AML/CTF Program.
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Ongoing 
customer due 
diligence in 
relation to 
financial 
indicators of 
potential child 
exploitation risk 
in relation to 
payments to the 
Philippines and 
South East Asia

AUSTRAC 
alleges that 
Westpac failed to 
carry out 
appropriate due 
diligence on 12 
customers, with a 
view to identifying, 
mitigating and 
managing the 
known risks of 
child exploitation. 

• For a number of years, Westpac has worked closely with 
AUSTRAC in addressing the risks of child exploitation and 
other serious crime. 

• The LitePay product was launched in 2016. LitePay is a low 
value payments channel (for payments up to $3000) which 
was designed to provide customers with a low-cost solution 
for transferring money to a range of countries with a fixed fee 
of $5 per transfer. The product was introduced for a range of 
reasons including to enable customers to send money to 
family members living outside Australia. 

• The LitePay product was launched with detection monitoring 
scenarios in August 2016 prepared with regard to industry 
guidance issued by AUSTRAC at the time. 

• In December 2016, AUSTRAC issued Westpac’s financial 
crime team with industry guidance regarding key indicators 
for the purchase of child exploitation material involving 
international funds transfers to the Philippines and South 
East Asia.

• Westpac continued with its existing detection monitoring 
standards.  Westpac failed to update its detection monitoring 
scenarios to reflect this revised guidance until June 2018, 
when it introduced the revised transaction monitoring 
scenario across LitePay payments to the Philippines. 

• In October 2019, Westpac extended the revised transaction 
scenario to SWIFT channel payments to the Philippines.

• While Westpac had monitoring processes over the 12 
customers prior to the receipt of AUSTRAC’s claim, and had 
filed suspicious matter reports for each of the 12 customers 
(either in response to alerts from the detection scenarios in 
place at the time or from other processes and reviews), 
Westpac acknowledges it should have implemented more 
robust transaction monitoring earlier than it did. This would 
have generated more suspicious matter reports to 
AUSTRAC. 

• AUSTRAC's Statement of Claim states that the detection 
scenarios we now have in place for LitePay are appropriate 
to detect known child exploitation risks involving the 
Philippines.

• During the course of its investigation, AUSTRAC has 
requested information and documents in relation to a number 
of customers. Westpac first learnt AUSTRAC had specific 
concerns in relation to the 12 customers on 15 November 
2019 and was not provided with any specific allegations until 
it received AUSTRAC’s Statement of Claim. 
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Westpac accepts responsibility for the issues that have occurred.  Westpac has identified the 
need to improve financial crime management, based on issues identified by its business, 
financial crime and internal audit teams over a number of years. In response, Westpac has 
taken many actions to improve its financial crime management, including: 

• dealing with and fixing individual issues, including the IFTI non-reporting issues;
• making a significant investment to consolidate different financial crime systems into a 

single, Group-wide technology system;
• more than doubling its internal resourcing dedicated to financial crime to 750 people. 

Over the next 12 months we expect to add a further 200 people to this area; 
• making changes to the management of its financial crime team and establishing a 

Board Risk & Compliance Committee approved Financial Crime Strategic Plan in 
2019, which has been shared with AUSTRAC; 

• establishing a stand-alone executive level Financial Crime Committee, to oversee the 
Group’s Financial Crime governance; 

• conducting Financial Crime workshops with the Board Risk & Compliance 
Committee; and

• engaging various external consultants and advisors to perform assurance reviews 
over aspects of the Group’s financial crime processes and to advise on changes to 
its program and approach.   

The Board, CEO and management team are fully committed to taking all steps necessary to 
urgently close any remaining gaps, and to accelerate the completion of the Financial Crime 
Strategic Plan. Based on its current understanding, the Board does not believe that there has 
been any indifference by any member of the Executive Team, including the CEO, but accepts 
that Westpac has fallen short of its own and regulatory expectations and that a detailed review 
is required to investigate the facts alleged by AUSTRAC.

The Westpac Board understands the gravity of the issues presented by AUSTRAC and 
reiterates its deep sorrow for failings by Westpac. 
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